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Introduction 
OPC Expert includes a REST API (OPC Expert Rest API Server) server enabling end users and 

programmers to easily connect to OPC Expert and exchange (read and write) data. 

OPC Expert’s REST API server enables client applications to: 

• Read real-time data (read all data, create real-time trends, show real-time updates) 

• Write data (control setpoints) 

• Read historical data (create trends and reports) 

• All data arrives in JSON format 

• Communication support 

o OPC Classic: OPC DA and OPC HDA 

o OPC UA: OPC UA DA and OPC UA HA 

o MQTT: Publisher, Subscriber and Broker 

o Modbus: Modbus Master (Modbus client) and Modbus Slave (Modbus server) 

• REST API server runs on Windows 

o Workstation support Windows XP to Windows 11 

o Server supports Windows Server 2003 to Windows Server 2022 

• REST API client applications 

o On any hardware platform (PC, Mac, Phone, PLC, etc) 

o On any operating system (Android, iOS, iPadOS, Lenix, Unix, Windows, etc) 

o Any language (C, C++, Java, Javascript, PHP, Python, VBA, VB Script, etc) 

 

Installation 
To install OPC Expert Rest API Server, in OPC Expert’s main menu, select Tools > Server & Services.  
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Ensure to check the Enabled box for “OPC Expert UA Server” and “Rest API Server”. You may also check 

the Service box if you want OPC Expert Rest API Server to run in the background as a Windows service. 

Finally, click the “OK” button to start the installation. 

 
 

After completing the installation, OPC Expert should display the Rest API Server nodes on the left-hand 

tree (refer to image), if not, expand “This Computer” and the server nodes should populate. 

 

 

 

API Endpoints 
OPC Expert Rest API Server contains multiple API endpoints such as browse, connect, history, ping, 

read, subscribe, write. These API endpoints allow clients to communicate with OPC Servers without the 

overhead and hassle of implimenting 3rd partylibraries or APIs. 
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Browse API 
The browse API uses the “browse” URL path parameter and is an HTTP GET method type request. The 

server allows clients to browse both local and remote OPC Servers, including their branches and items.  

 

URL: 

• http://localhost:57080/browse 

• https://localhost:57443/browse  

• http://localhost:57080/browse?id=[node_id] 

• https://localhost:57443/browse?id=[node_id] 

 

Parameters: 

Name Required Type Description 

computer false string The target computer where the node resides. Defaults to “localhost” 

separator false string The separator string used to split appart the node_id. Default “->” 

id True String The identifier string used to browse and locate the resource branch 

 

Response (Image & Text):  

 
  

Metadata: 

TotalPages Total result page count 

CurrentPage Current result page index 

NextPage Next result page index 

{ 

  "data": [ 

    { 

      "Server": "opc.tcp://john-

dev:57888/OpcExpert", 

      "ResourceType": "UABranch", 

      "DirectoryPathSeparator": "->", 

      "Browsed": false, 

      "UserFriendlyName": 

"ICONICS.SimulatorOPCDA.2", 

      "GetOriginalName": 

"ICONICS.SimulatorOPCDA.2", 

      "BState": 3, 

      "HasItems": false, 

      "BrowsePath": "ICONICS.SimulatorOPCDA.2", 

      "DirectoryPath": [ 

        "JOHN-DEV", 

        "opc.tcp://JOHN-DEV:57888/opcexpert", 

        "Datapool", 

        "JOHN-DEV", 

        "ICONICS.SimulatorOPCDA.2" 

      ] 

    } 

  ], 

  "meta": { 

    "TotalPages": 1, 

    "CurrentPage": 1, 

    "NextPage": 1, 

    "PreviousPage": 1, 

    "TotalCount": 11, 

    "ServerTimeStamp": "2024-04-

01T18:19:24.8426725Z" 

  } 

} 

http://localhost:57080/browse
https://localhost:57443/browse
http://localhost:57080/browse?id=%5bnode_id
https://localhost:57443/browse?id=%5bnode_id
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PreviousPage Previous result page index 

ServerTimestamp Current timestamp of server in UTC 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception. Message from the Error object 

 

Connect API 

The connect API uses “connect” URL path parameter and is an HTTP GET method request. OPC Expert 

Rest API by default runs on port 57080 (Http) and 57443 (Https). Both secure and non-secure ports can 

be configured through the OPC Expert client application.  

 

A client is not required to use the connect API in order to do the other API operations such as “read” 

and “write”. This is simple a server properties/configuration API. However, the server may be 

configuration to require a username and password to connect, which then makes the “connect” request 

a mandatory step before continuing on with other operations.  

 

The response the server returns on “connect” is a JSON contaning the properties of the server such as 

EndPoints, SubscriptionRate, PathSeparator, SubscriptionTImeout, ReadRequestTimeout, 

WriteRequestTimeout, WriteRequestTimeout and AcceptCertificateByDefault. Note that these 

properties are only configurable through the OPC Expert client application. 

 

URL:         

• http://localhost:57080/connect 

• https://localhost:57443/connect 

 

Parameters: 

Name Required Type Description 

username No string Username used to authenticate the client 

password No string Password used to authenticate the client 

 

  

http://localhost:57080/connect
https://localhost:57443/connect
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Response (Image & Text):  

 
  

Metadata: 

TotalPages Total result page count 

CurrentPage Current result page index 

NextPage Next result page index 

PreviousPage Previous result page index 

ServerTimestamp Current timestamp of server in UTC 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception.Message from the Error object 

 

History API (Raw & Processed) 

OPC Expert Rest API Server provides two history APIs, the first one is processed history reads under the 

“history/processed” URL path parameter and the second one is under the “history/raw”.  

 

Processed Request: 
The “history/processed” API is an HTTP GET method request and contains multiple optional parameters 

such as: “start”, “end”, “at”, “span”, “max”, “aggregate”, “slope_extrapolation”. The API requires the 

{ 

  "data": { 

    "Name": "OPC Expert Rest API Server", 

    "SubscriptionRate": 1000, 

    "PathSeparator": "->", 

    "APIDebugMode": true, 

    "HttpPort": 57080, 

    "HttpsPort": 57443, 

    "SubscriptionTimeout": 120000, 

    "ReadRequestTimeout": 60000, 

    "WriteRequestTimeout": 60000, 

    "BrowseRequestTimeout": 60000, 

    "AcceptCertificatesByDefault": true, 

    "Endpoints": [ 

      "http://192.168.1.94:57080", 

      "http://127.0.0.1:57080", 

      "http://localhost:57080", 

      "http://opc01:57080", 

      "https://192.168.1.94:57443", 

      "https://127.0.0.1:57443", 

      "https://localhost:57443", 

      "https://opc01:57443" 

    ] 

  }, 

  "meta": { 

    "TotalPages": 1, 

    "CurrentPage": 1, 

    "NextPage": 1, 

    "PreviousPage": 1, 

    "TotalCount": 12, 

    "ServerTimeStamp": "2024-04-01T17:31:47.1369176Z" 

  } 

} 
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“item” parameter to be set atleast once (it can be set multiple times for multiple OPC Items). The 

default values for the optional parameters can be found in the Parameters table (Figure 1.0)  

 

URL:          

• http://localhost:57080/history/processed?item=[node-id] 

• http://localhost:57080/history/processed?item=[node-id]&max=2000 

 

Parameters:   

Name Required Type Description 

item Yes String Node ID of OPC item. Can be used multiple times per 
request. 

start No DateTime Timestamp indicating the start time of the history 
request. The default value is NULL. 

end No DateTime Timestamp indicating the end time of the history 
request. The default value is NULL. 

span No Int The span of milliseconds after the start time. This 
indicates the end time. The default value is 0. 

max No Int The maximum count of results between the start time 
and end time. The default value is 1000. 

aggregate No Uint Set the calculation aggregate for the server to use. 
Refer to OPC UA documentation for more details on 
aggregate types. The default value is 2341. 

slope_extrapolation No Bool Sets the server to request estimated values using slope 
extrapolation. The default value is false. 

 

Raw Request: 
The “history/raw” API is an HTTP GET method request and contains multiple optional parameters such 

as: “start”, “end”, “at”, “span”, “max”, “unlimited_values”, “return_bounds”. The default values for the 

optional parameters can be found in the Parameters table (Figure 1.1) 

 

URL:          

• http://localhost:57080/history/raw?item=[node-id] 

• http://localhost:57080/history/raw?item=[node-id]&unlimited=True 

 

 

Name Required Type Description 

item Yes String Node ID of OPC item. Can be used multiple times per 
request. 

start No DateTime Timestamp indicating the start time of the history 
request. The default value is NULL. 

end No DateTime Timestamp indicating the end time of the history request. 
The default value is NULL. 

span No Int The span of milliseconds after the start time. This 
indicates the end time. The default value is 0. 

http://localhost:57080/history/processed?item=%5bnode-id
http://localhost:57080/history/processed?item=%5bnode-id%5d&max=2000
http://localhost:57080/history/raw?item=%5bnode-id
http://localhost:57080/
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max No Int The maximum count of results between the start time 
and end time. The default value is 1000. 

aggregate No Uint Set the calculation aggregate for the server to use. Refer 
to OPC UA documentation for more details on aggregate 
types. The default value is 2341. 

slope_extrapolation No Bool Sets the server to request estimated values using slope 
extrapolation. The default value is false. 

 

Response (Image & Text):  

 
 

{ 

  "data": [ 

    { 

      "Item": { 

        "BufferSize": 0, 

        "Active": true, 

        "Enabled": true, 

        "Properties": { 

          "UpdateRate": 1000, 

          "Writeable": false, 

          "Quality": 192, 

          "ResultID": 0, 

          "Value": 0.7545999526977539, 

          "SourceTimestamp": "2024-04-09T19:11:17.546Z", 

          "ServerTimestamp": "2024-04-

09T19:11:18.5878837Z", 

          "DataType": "Double", 

          "Description": "", 

          "Validated": true, 

          "BufferSize": 10000, 

          "UseStatusCode": true, 

          "StatusCode": 192 

        }, 

      }, 

      "Updates": [ 

        { 

          "Value": "0.95369987487793", 

          "Quality": 0, 

          "StatusCode": 192, 

          "SourceTimeStamp": "2024-04-09T19:10:59.537Z", 

          "ServerTimeStamp": "2024-04-

09T19:11:19.2969807Z" 

        }, 

        { 

          "Value": "0.155200004577637", 

          "Quality": 0, 

          "StatusCode": 192, 

          "SourceTimeStamp": "2024-04-09T19:11:01.552Z", 

          "ServerTimeStamp": "2024-04-

09T19:11:19.2969807Z" 

        }, 

        { 

          "Value": "0.255200004577637", 

          "Quality": 0, 

          "StatusCode": 192, 

          "SourceTimeStamp": "2024-04-09T19:11:02.552Z", 

          "ServerTimeStamp": "2024-04-

09T19:11:19.2969807Z" 

        } 

      ] 
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Metadata: 

TotalPages Total result page count 

CurrentPage Current result page index 

NextPage Next result page index 

PreviousPage Previous result page index 

ServerTimestamp Current timestamp of server in UTC 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception.Message from the Error object 

 

Ping API 
The ping API uses “ping” URL path parameter and is an HTTP GET method request. The “ping” API allows 

clients to test the responsiveness of the server. This api requires no parameters. 

 

URL:          

• http://localhost:57080/ping 

 

Response (Image & Text):  

 
  

Metadata: 

ServerTimestamp Current timestamp of server in UTC 

 

Read API 

OPC Expert Rest API Server provides a read API that uses “read” as the URL path parameter. The “read” 

API is an HTTP GET method request and contains multiple optional parameters.  

 

OPC Expert Rest API Server can read OPC Items from both local and remote OPC Servers. The server 

does a read by connecting and subscribing (if not already) to the OPC Item at a rate of 1000 milliseconds 

by default. Note that on any initial “read” calls, the server must connect, subscribe and poll the OPC 

Item first. A client may configure the subscription rate by setting the “rate” parameter with a number 

represting the update rate in milliseconds. 

 

The response froma “read” request is a JSON containing an array of OPC Item properties. These 

properties include the ID, Value, Quality, SourceTimestamp, ServerTimestamp, DataType, StatusCode 

and UseStatusCode attributes. 

{ 

  "data": "2024-04-01T12:25:44.7624394-06:00", 

  "meta": { 

    "ServerTimeStamp": "2024-04-01T18:25:44.7624394Z" 

  } 

} 

http://localhost:57080/ping
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For a smaller response payload, it is also possible to request for minimal properties by setting the query 

parameter “valuesOnly” to “true”. This would result in a response JSON in which would only contain the 

Value, Quality, SoureTimestamp and ServerTimestamp attributes. 

 

There are multiple ways to read OPC Items using the read API: 

• Read multiple OPC Item using the Node-ID or Browse Path. 

• Read a remote OPC Item using the computer name or IP Address and Node-ID. 

• Read with an existing subscription ID. 

o Note that the subscription API must be implemented first to retreive the subscription ID 

needed. 

URL:          

• http://localhost:57080/read?item=[node-id] 

• http://localhost: 57080/read?computer=[computer-name]&item=[node-id] 

• http://localhost: 57080/read?subscription=[subscription-id] 

 

Parameters:   

Name Required Type Description 

item Yes String Node ID of OPC item. Can be used multiple times per request. 

valuesOnly No Bool Indicates the return result to only contain values. 

rate No UInt The value used to set the update rate of the item(s) during 
subscription. 

separator No String String used to separator the path parameter 

subscription Yes String Subscription GUID to read from the server. 

 

Response (Image & Text): 

 

{ 

  "data": [ 

    { 

      "ID": "ICONICS.SimulatorOPCDA.2->Numeric.Memory", 

      "Value": 3.141592654, 

      "Quality": 192, 

      "SourceTimestamp": "2024-04-02T14:39:57.718Z", 

      "ServerTimestamp": "2024-04-02T15:05:07.5716256Z", 

      "Datatype": "Double", 

      "UseStatusCode": true, 

      "StatusCode": 192, 

      "BrowsePath": "ICONICS.SimulatorOPCDA.2-

>Numeric.Memory" 

    }, 

    { 

      "ID": "ICONICS.SimulatorOPCDA.2->Numeric.Ramp", 

      "Value": 0.6083999633789062, 

      "Quality": 192, 

      "SourceTimestamp": "2024-04-02T15:05:16.084Z", 

      "ServerTimestamp": "2024-04-02T15:05:17.1906949Z", 

      "Datatype": "Double", 

      "UseStatusCode": true, 

      "StatusCode": 192, 

      "BrowsePath": "ICONICS.SimulatorOPCDA.2-

>Numeric.Ramp" 

    } 

  ], 

  "meta": { 

    "TotalPages": 1, 

    "CurrentPage": 1, 

http://localhost:57080/read?item=%5bnode-id
http://localhost:%2057080/read?computer=%5bcomputer-name%5d&item=%5bnode-id
http://localhost:%2057080/


OPC Expert Rest API Documentation 

 Metadata: 

TotalPages Total result page count 

CurrentPage Current result page index 

NextPage Next result page index 

PreviousPage Previous result page index 

ServerTimestamp Current timestamp of server in UTC 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception.Message from the Error object 

 

Subscribe API 

OPC Expert Rest API Server provides a subscribe / subscription API that uses the URL path parameter 

“subscribe”. The subscribe API is an HTTP GET method request only and the response is a JSON 

containing the subscription GUID. A subscription request should contain atleast one Node ID in order for 

the server to create a subscription to the target OPC Server. A client may configure the subscription 

update rate (in milliseconds) by setting the “rate" query parameter, by default it is set to 1000 

milliseconds. 

 

OPC Expert Rest API Server also checks for any existing subscriptions with the same item collection first 

before making new subscriptions. This means multiple clients may have receive the same subscription 

GUID. 

 

There are two ways to implement the subscribe API. 

• Subscribe with an OPC item’s Node IDs 

• Subscribe with an existing subscription ID. 

o Note that subscriptions only exist per process. Once a process shuts down or gets killed 

then any existing subscriptions are disposed. 

URL:          

o http://localhost:57080/subscribe?item=[node-id] 

o http://localhost:57080/subscribe?id=[ subscription -id] 

 

Parameters:   

Name Required Type Description 

item Yes String Node ID of an OPC item. Can be used multiple times per request 

id Yes String Indicates an existing subscription with a string or GUID 

 

  

http://localhost:57080/subscribe?item=%5bnode-id
http://localhost:57080/subscribe?id=%5bnode-id
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Response (Image & Text): 

 
  

Metadata: 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception.Message from the exception object 

 

Write API 

The write API uses the “write” URL path parameter and is both an HTTP GET and POST method request. 

OPC Expert Rest API Server can write to local and remote OPC Items and the response is a JSON 

containing an array of OPC Item properties after writing. This means the “write” API is basicallya “write” 

and “read” request, the “read” is there to confirm the “write” excuted properly. 

 

To use the “write” API with an HTTP GET method request:  

• The “item” query parameter is set using the Node-ID of the OPC Item with a 

corresponding “value” query parameter which will contain the Value to set for the item. 

• This “item” and “value” pairing can be done multiple times in a single request and is 

order based. This means that these endpoints will yield the same result: 
o http://localhost:57080/write?item=Item1&value=Value&item=Item2&value=Value2  

o http://localhost:57080/write?item=Item1&item=Item2&value=Value1value=Value2 

o http://localhost:57080/write?item=Item1&value=Value&value=Value2&item=Item2 

 

To use the “write” API with an HTTP POST method request: 

• The body is an array of OPC Item properties which should atleast include the ID and 

Value. Other properties can also be added, such as Quality, SourceTimestamp, 

ServerTimestamp, Description, and StatusCode. 

 

URL:          

• http://localhost:57080/write?item=[node-id]&value=[node-value] 

• https://localhost:57443/write?item=[node-id]&value=[node-value] 

 

{ 

  "data": { 

    "UpdateRate": 1000, 

    "SubscribedItems": [ 

      "ICONICS.SimulatorOPCDA.2->Numeric.Ramp" 

    ], 

    "ID": "436c929c", 

    "ItemCount": 1, 

    "LastReadTimestamp": "2024-04-02T08:41:14.972933-

06:00", 

    "TimeCreated": "2024-04-02T08:41:14.971891-06:00" 

  }, 

  "meta": { 

    "ServerTimeStamp": "2024-04-02T14:41:14.971891Z" 

  } 

} 

http://localhost:57080/write?item=Item1&value=Value&item=Item2&value=Value2
http://localhost:57080/write?item=Item1&item=Item2&value=Value1value=Value2
http://localhost:57080/write?item=Item1&value=Value&value=Value2&item=Item2
http://localhost:57080/write?item=%5bnode-id%5d&value=%5bnode-value
https://localhost:57443/
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Parameters (only for GET Method request): 

Name Required Type Description 

item Yes String Node ID of an OPC item. Can be used multiple times per 
request 

value Yes String Value of item as a string. Can be used multiple times per 
request 

 

Body: (only for POST Method request): 

 
 

Response (the response is the same as the “read” API): 

 

 
 

Metadata: 

TotalPages Total result page count 

CurrentPage Current result page index 

NextPage Next result page index 

PreviousPage Previous result page index 

ServerTimestamp Current timestamp of server in UTC 

Message A string containing detailed messages from the server 

Exception An unhandled exception during API request 

ErrorMessage A string containing the Exception.Message from the Error object 

 

 

{ 

  "data": { 

    "UpdateRate": 1000, 

    "SubscribedItems": [ 

      "ICONICS.SimulatorOPCDA.2->Numeric.Ramp" 

    ], 

    "ID": "436c929c", 

    "ItemCount": 1, 

    "LastReadTimestamp": "2024-04-

02T08:41:14.972933-06:00", 

    "TimeCreated": "2024-04-02T08:41:14.971891-

06:00" 

  }, 

  "meta": { 

    "ServerTimeStamp": "2024-04-

02T14:41:14.971891Z" 

  } 

} 

{ 

  "data": [ 

    { 

      "ID": "ICONICS.SimulatorOPCDA.2->Textual-

>Memory", 

      "Value": "Hello World!", 

      "Quality": 192, 

      "SourceTimestamp": "2024-04-

02T09:21:12.3953638-06:00", 

      "ServerTimestamp": "2024-04-

02T09:21:12.4980701Z", 

      "Datatype": "Double", 

      "UseStatusCode": true, 

      "StatusCode": 192, 

      "BrowsePath": "ICONICS.SimulatorOPCDA.2-

>Textual->Memory" 

    } 

  ], 

  "meta": { 

    "TotalPages": 1, 

    "CurrentPage": 1, 

    "NextPage": 1, 

    "PreviousPage": 1, 

    "TotalCount": 1, 

    "ServerTimeStamp": "2024-04-

01T20:46:46.5140453Z" 

  } 

} 
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OPC Expert – Rest API Command Features 

OPC Expert client application has a “Rest API Command” right-click menu, which only shows if the 

application that there is an OPC Expert Rest API Server installed locally. The menu allows the user to 

copy OPC Item endpoints or generate code snippet for multiple APIs. Currently the menu supports the 

read and write API. 

To use the “Rest API Command” menu, the user can right click on one or multiple OPC Items in OPC 

Expert and hover over “Rest API Command”.  

 

HTTP (Non-Secure) / HTTPS Menu (Secure) 

The “Rest API Command” menu contains sub-menus: “HTTP” or “HTTPS”. This allows the client to select 

the protocol to use when generating the url / endpoint or code snippets. 

Copy Item ID 

This sub menu copies the OPC Item identifier to the clipboard. This menu item is mostly used for 

debugging or support purposes. 

URL / Endpoint 

The URL / Endpoint submenu allows the client to copy a (URL Encoded) API endpoint of one or multiple 

OPC Items. For example, in the diagram, the endpoint http://localhost:57080/read?item=_System-

%3E_Calculations--HeartBeat can be copied to the clipboard, open directly on your local internet 

browser, or disply as a QR code image. 

http://localhost:57080/read?item=_System-%3E_Calculations--HeartBeat
http://localhost:57080/read?item=_System-%3E_Calculations--HeartBeat
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Generate Code Snippet 

OPC Expert can generate code snippets for 3rd party applications. In the diagram below, a client has the 

option to generate code snippets in C#, Java, Javascript, VBA and Python. The code snippet is 

automatically copied onto the clipboard (as text) and the user can then add it to their 3rd party 

application by pasting or pressing CTRL + V. 
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OPC Expert Trend Application 

OPC Expert Client Application allows users to trend real-time and historicalOPC items on Windows 

Forms.  

 
OPC Expert Trend application can be opened on OPC Expert or on your local web browsers like Google 

Chrome, Mozilla Firefox and Microsoft Edge. The trend can also be displayed on any smart devices 

connected to the local network. 
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OPC Expert Trend on Smart Devices 

OPC Expert can display a QR code image containing the trending endpoint for an OPC Item. To display 

the trend as a QR Code, click on “Options” and select “QR Code”. A new window should pop-up with the 

trend endpoint displayed as a QR Code.  

 

To open on a smart device, simply capture the QR code on the camera app on the device and a hyperlink 

will lead to the OPC Expert Trend page. Ensure the smart device is connected to the same network as 

OPC Expert Rest API Server. 

 


